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Autonomous
networks need standards

…as a substrate for autonomous reasoning

Standard protocols
Standard management APIs
Common infrastructure
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standards are

Effective standards require consensus 
Consensus takes time

slow
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standards are
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getting slower
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• IETF standards are taking longer to publish, but 
page counts remain broadly constant 

• The median number of days to publication was 
469 in 2001, rising to 1170 in 2022
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Median number of revisions made 
prior to publication has doubled
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New drafts are citing increasing 
numbers of prior RFCs
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Drafts are increasingly using 
normative language
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This is normal and expected
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• New directions 
• Standards development is slow due to the complexity of the deployed base 

• Continual reinvention solves the problem → new topics, new standards 

• But the core infrastructure needs to evolve 
• Need better ways to build standards

7

How to improve

productivity?
standards
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Limiting Factors

• Consensus takes time 

• Cognitive limits of standards developers 

• Feedback loop between standards documents and consensus building 
• Improve the way we write documents 

• Improve the way we reach consensus
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Network Working Group                                        D. Waitzman
Request for Comments: 1149                                       BBN STC
                                                            1 April 1990

   A Standard for the Transmission of IP Datagrams on Avian Carriers

Status of this Memo

   This memo describes an experimental method for the encapsulation of
   IP datagrams in avian carriers.  This specification is primarily
   useful in Metropolitan Area Networks.  This is an experimental, not
   recommended standard.  Distribution of this memo is unlimited.

Overview and Rational

   Avian carriers can provide high delay, low throughput, and low
   altitude service.  The connection topology is limited to a single
   point-to-point path for each carrier, used with standard carriers,
   but many carriers can be used without significant interference with
   each other, outside of early spring.  This is because of the 3D ether
   space available to the carriers, in contrast to the 1D ether used by
   IEEE802.3.  The carriers have an intrinsic collision avoidance
   system, which increases availability.  Unlike some network
   technologies, such as packet radio, communication is not limited to
   line-of-sight distance.  Connection oriented service is available in
   some cities, usually based upon a central hub topology.

Frame Format

   The IP datagram is printed, on a small scroll of paper, in
   hexadecimal, with each octet separated by whitestuff and blackstuff.
   The scroll of paper is wrapped around one leg of the avian carrier.
   A band of duct tape is used to secure the datagram’s edges.  The
   bandwidth is limited to the leg length.  The MTU is variable, and
   paradoxically, generally increases with increased carrier age.  A
   typical MTU is 256 milligrams.  Some datagram padding may be needed.

   Upon receipt, the duct tape is removed and the paper copy of the
   datagram is optically scanned into a electronically transmittable
   form.

Discussion

   Multiple types of service can be provided with a prioritized pecking
   order.  An additional property is built-in worm detection and
   eradication.  Because IP only guarantees best effort delivery, loss
   of a carrier can be tolerated.  With time, the carriers are self-

Waitzman                                                        [Page 1]
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Improving the Standards Process

• Goal: increase testability of specifications, reduce cognitive load 
• Extract features from work-in-progress standards 

• Packet formats and parsers 

• State machines 

• Find bugs during development – not when PhD students run formal analysis 
tools on published standards 

• Make the idea of automated protocol testing and analysis a normal part of the 
standards process
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Structured Parsing
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Version Negotiation packet

The version negotiation packet format is:

• Header Form: 1 bit (set to 1)

• Unused: 7 bits

• Version: 32 bits

• Destination Connection ID Length: 4 bits

• Source Connection ID Length: 4 bits

• Destination Connection ID: 0 or 32 to 144 bits

• Source Connection ID: 0 or 32 to 144 bits

• Supported Versions: 1 or more 32 bit fields

Notes:

• This is not the long header format, but it does have the same value for the first bit. Therefore, this
bit alone is not su�cient to determine how the packet should be parsed: the Version field must be set
to 0.

2.7 RTP

0 1 2 3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|V=2|P|X| CC |M| PT | sequence number |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| timestamp |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| synchronization source (SSRC) identifier |

+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

| [CSRC identifier list] |

| (4 * CC octets) |

| CC may be zero |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ -+

| defined by signalling | header extension length | |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ |

| header extension | | OPTIONAL

| format defined by signalling | | (if X=1)

| | |

| | |

| | |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ -+

| Payload |

| (variable format and length, depends on PT) |

| |

| |

| |

| +-------.........---------------+---------------+

| |Padding (PadCnt octets, if P=1)|PadCnt (if P=1)|

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

• Some fields are optional, and signalled by the value of earlier header fields

• Format of some fields depends on the value of earlier header fields, with the meaning of those earlier
fields being signalled out-of-band

• Presence and length of some fields depends on later fields

Format of the header extension needs to be signalled in SDP. The only standard format is RFC5285:

0 1 2 3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| 0xBEDE | header extension length |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| ID | L=0 | data | ID | L=1 | data...

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

...data | 0 (pad) | 0 (pad) | ID | L=3 |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| data |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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Typed 
Intermediate 

Representation

• Basic type is a bit string 
• Add struct and enum-like types 
• Expressions to determine presence of optional fields 
• Constraints on field sizes and values 
• Persistent parsing state 
• Transformation function

• Impose enough structure on existing ad-hoc 
formats to be parsable – but not so much that 
they become hard to write by hand
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Representing State Machines (1/2)

• Session types can model protocol state machines 

• A typed model of communication 
• Derive from text of protocol standards document – 

currently manual, aiming to automate 

• Type check to ensure consistency of specification

11
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Representing State Machines (2/2)

• Session types can model protocol state machines 

• A typed model of communication 
• Derive from text of protocol standards document – 

currently manual, aiming to automate 

• Type check to ensure consistency of specification 

• Derive Rust code automatically from typed model of 
the protocol 

• Type check implementation for consistency with 
the specification 
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pub type ServerSystemSessionType = St![ 
    (RoleServerUser & Open). 
    (RoleServerUser + TcbCreated). 
    (RoleClientSystem & Syn). 
    (RoleClientSystem + SynAck). 
    ServerSystemSynRcvd 
];

Rec!(pub ServerSystemSynRcvd, [ 
    (RoleClientSystem & { 
        Ack. // acceptable 
            (RoleServerUser + Connected). 
            ServerSystemCommLoop, 
        Ack. // unacceptable 
            (RoleClientSystem + { 
                Ack.ServerSystemSynRcvd, 
                Rst.(RoleServerUser + Close).end 
            }) 
    }) 
]);
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Lessons Learned (1/2)

13

Modelling real-world protocols is feasible

TCP packet parser derived from unmodified RFC 9293

TCP state machine derived from session type model

Proof-of-concept, but especially robust, but interwork with other  
TCP implementations
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Lessons Learned (2/2)

• Packet formats have surprising complexity 
• Typed packet description languages feasible 

and integrate with existing standards process 

• Session types have potential for protocol 
and implementation verification, but need 
integration with the standards process 
• Different styles of specification – formal vs. 

informal, but also difference in approach to 
specifying protocols 

• Session types model sequence of endpoint 
behaviour rather than state-based approach 

• Session types describe expected behaviour, 
RFC has more focus more on failure modes 

• IRTF research group starting to think about 
these issues in the standards community: 
• Usable Formal Methods Research Group 

• https://www.irtf.org/ → UFMRG   

• https://datatracker.ietf.org/rg/ufmrg/about/ 

• Would value more input from this community
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More Information
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