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what is a remote procedure call?

<networking, programming>

(RPC) A protocol which allows a program running 
on one host to cause code to be executed on 
another host without the programmer needing to 
explicitly code for this. 



Java RMI example



RESTful web service example

response = requests.get (

'https://samoa.dcs.gla.ac.uk/events/rest/Event/recentlychanged'

)



Summary of state-of-the-art RPC

•specify endpoint

•specify function

•package up parameters and send

•wait for result

•unpackage result and continue execution



What is NDN?

•refer to data by name, rather than location

•data sinks request data with interest packets

•data sources respond with data packets



alternative definition

the internet becomes a gigantic 
distributed key/value store



How can we layer RPC over NDN?

• just specify function name - no need for endpoint

• add params (package as part of function call) and make NDN 
request

• remote key lookup

• value found … function is invoked (somewhere?)

• result returned to caller

• potential caching of pure function invocation results



In Python?

• a dynamic language - so no need for types of params or return value

• although mypy does allow types, which could be helpful

• possible calling models
• direct - any name not known locally could be looked up remotely

• via a specific NDN binding - a library that does the lookup for us (more 
intentional)



Hang on, should we 
invoke arbitrary 
remote code?



invoking arbitrary remote code



possible mitigations …

• code signing - NDN can do some of this security for us?

• types of params / returns, maybe with asserts?

• static guarantees - e.g. like Dafny

•dynamic testing - e.g. like QuickCheck

• code sandboxing

• redundancy with N-versioning





Next steps

• prototype implementation  (Charles is working on this!)

• end-to-end evaluation on simple case study

• package up as a Python library or similar
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