
Federated Learning for 

Autonomous IoT Systems:

Tiny data collectors, 

vastly distributed systems,

and the land of tiny challenges

Dr Anna Lito Michala

University of Glasgow

Annalito.Michala@glasgow.ac.uk

http://www.dcs.gla.ac.uk/~amichala/

mailto:Annalito.Michala@glasgow.ac.uk
http://www.dcs.gla.ac.uk/~amichala/


Tiny data collectors

• Embedded devices connected to a variety of sensors (IoT)

• Accessible? (maintenance & management)

• Fault tolerant / Reliable or Robust?

• Secure?

• Privacy preserving?

• Understandable? 

• Data correctness?

• Distributed but not really decentralised! 
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Tiny data collectors

• IoT capabilities increase (CPU, memory, GPUs, FPGAs and custom accelerators)

• The cloud is not enough!

• Latency

• Privacy

• “Dirty” data 

• Demand

• ML is becoming an Edge core component

• But what will the Edge look like?
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On the Edge
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Vastly distributed systems
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Vastly distributed systems

Annalito.Michala@glasgow.ac.uk http://www.dcs.gla.ac.uk/~amichala/

mailto:Annalito.Michala@glasgow.ac.uk
http://www.dcs.gla.ac.uk/~amichala/


Federated Learning 

• A new architecture

• Still vastly distributed

• Where should the aggregation take 

place?

• How computationally intensive is the 

information extraction when looking at one 

set of collected data ? 

• Can it be deployed in IoT or should it be on 

the Edge? 

Annalito.Michala@glasgow.ac.uk http://www.dcs.gla.ac.uk/~amichala/

Information 
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Information 

aggregation 
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Federated Learning Frameworks

• IntegrateFL (MLOps platform) 

• NVIDIA Flare

• Flower
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• Python SDKs

• Differential privacy Real-time 

Data network monitoring and 

metrics 

• Mostly built around Kubernetes, 

AWS and similar infrastructure 

technologies with some 

interesting web interfaces to 

improve usability and scalability

• Similar to above but Open 

Source. Implemented in Python.

• Docker and Python, Open 

source
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The land of tiny challenges

• Power

• CPU

• RAM

• Networking

• Cost
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Elixir benefits

• High availability

• High concurrency 

• Reliability by design 

• Fault tolerance 

• Communication protocols 

• Quick development time 

• Easier code maintenance (source code lines)

• Heterogeneous hardware compatibility

Annalito.Michala@glasgow.ac.uk http://www.dcs.gla.ac.uk/~amichala/

mailto:Annalito.Michala@glasgow.ac.uk
http://www.dcs.gla.ac.uk/~amichala/


Erlang/Elixir ecosystem

• Nerves (OS targeting IoT)

• Kry10 (secure OS) 

• Nx (Tensor math)

• evision (OpenCV Elixir bindings)

• Explorer, Livebook

• Other projects looking at 

• Learning/Federated learning

• IoT programming in general
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https://dashbit.co/blog/nx-numerical-elixir-is-
now-publicly-available 

https://www.nerves-
project.org/

https://kry10
.com/

https://github.com/cocoa-
xu/evision
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The land of opportunities

• Are we saving enough power by not sending each data point from the IoT device?

• Is that sufficient to be used for our computation needs efficiently?

• Can other algorithms adapt to such vast distribution?

• What happens when we have small local datasets? 
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Thank you!

Questions?

Dr Anna Lito Michala

University of Glasgow

Annalito.Michala@glasgow.ac.uk

http://www.dcs.gla.ac.uk/~amichala/

mailto:Annalito.Michala@glasgow.ac.uk
http://www.dcs.gla.ac.uk/~amichala/

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17

